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Introduction

Managing and securing electronic information has become both a highly visible, and a highly regulated activity.
Creating, implementing, and enforcing corporate security policies governing email has become critical to mitigating risk
for all organizations. To ensure the security of sensitive email, CAES has implemented a secure email system, powered
by Symantec’s PGP Universal technology. This document outlines how to set up your email account to work with the
CAES Secure Email system.

One of the advantages of the PGP Universal technology is its flexibility. Accordingly, you will need to choose one (1)
method of interacting with the CAES Secure Email system. Depending upon the “delivery option” chosen, it may be
desirable, or even necessary, to enlist the help of your local IT department to assist with the configurations described in
this document.

Organizational Level Secure Email

Organizations that have a company-wide secure email system in place may prefer to configure secure email at the
directory server level, rather than at the individual email address level. This higher level configuration would negate the
need to perform any of the configurations in this document.

PGP Global Directory, and PGP Universal Server

If you use PGP Desktop software, and have uploaded your PGP key to the PGP Global Directory, you will only need to
add the CAES keyserver in your PGP Desktop client (page 13). If you have not uploaded your key to the PGP Global
Directory, you will follow the instructions for the Key or Digital ID/Certificate Option (page 12)

If your company uses PGP Universal Server, and has published the LDAP keyserver to the Internet following PGP
guidelines, you should not need to perform any of the configurations in this document.
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Delivery Options

Delivery Option Recommendation
The table below shows the recommended delivery option based on your current environment. All delivery options are

explained in detail in the next section. Please note that your delivery option can be changed in the future.

1 — Choose your option below
and... 2 —Choose your email

I/My company uses Secure Email

environment to the right, then [REdalalellel:\YATeIsE I Talo R IIg=I (TN NIV

find your recommended
Delivery Option.

| can install programs on my computer
AND | want to configure my computer Other possible options:

to integrate fully with CAES Secure
Email

| can install programs on my computer
however, | DO NOT want to configure

anything on my computer

| cannot install programs on my

computer
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I/My company does NOT use Secure

Email technology today

a PGP Key or S/MIME certificate

Key or Digital ID/Certificate

Symantec Encryption

Satellite

Symantec Web Email Protection, Regular Email Other possible options:

Symantec Web Email Protection, Regular Email

Key or Digital ID/Certificate Regular Email
Other possible options: Other possible options:
Symantec Web Email Protection, Regular Email Symantec Web Email Protection
Key or Digital ID/Certificate Regular Email
Other possible options: Other possible options:
Symantec Web Email Protection, Regular Email Symantec Web Email Protection

Cobham Secure Email User Guide (for External Recipients)

Page 3 of 31




Delivery Options Explained

The delivery options dictate how you will interact with the CAES Secure Email system. They are listed in the same order
here as they are listed on the website when you are asked to choose:

¢ Symantec Web Email Protection

O

CAES will create a secure webmail account on our Secure Email servers for you. You will need to log
into the secure website ONLY for secure emails received from CAES. You will continue to receive non-
secure email from CAES in your normal mail application. Sending a secure email to CAES requires
logging in to the secure website.

e Symantec Encryption Satellite

O

Symantec Encryption Satellite is a Windows application that can be installed (if you are allowed) on
your computer. You will not need to log into the secure website to send or receive secure email with
CAES. This option may require additional configuration of your email client and/or assistance from
your IT department.

e Key or Digital ID/Certificate

@)

This option is for users/companies that already use Secure Email technology. CAES supports both
S/MIME (X509) Certificates and PGP keypairs. After uploading your public key to the CAES servers, you
will use your mail client to exchange secure email with CAES just as you have previously with other
email recipients.

e Regular Email

PUBLIC
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O

This option is recommended for users that are unsure of what to choose. CAES will create a secure
webmail account on our Secure Email servers for you. You will need to log into the secure website
ONLY for secure emails received from CAES. You will continue to receive non-secure email from CAES
in your normal mail application. Sending a secure email to CAES requires logging in to the secure
website.

Cobham Secure Email User Guide (for External Recipients) Page 4 of 31



Getting Started

Enrolling as an External User

In order to choose your delivery option, you must enroll with the CAES PGP Universal server as an external user. This
process is performed only once and begins when you receive your first “Secure Email” from CAES. This is actually a
notification from CAES that you have received a secure email and it is waiting for you on your newly created secure
mailbox on the CAES PGP servers. The notification will look as follows:

From: "Doe, John (S5A R4)" <john doe{@cobhamaes com=

Date: March 17, 2020 at 10:33:25 AM EDT

To: Jane Smith <janesmith@gmail com=>

Subject: PGP Universal Secured Message from the CAES Secure Email system

You have received a PGP Universal Secured Message ﬁom:| Click here to

Doe, John (SSA R4) <john doe@cobhamaes.com> enroll as an
external user

To read this message securely, please click this link:

https-//keys. cobhamna. com/b/b.e Trmjanesmith%40omail com&n=JIemlZqBZXFbXin7shohbA %3D%3D

o The link will bring you to the CAES Secure Email servers where you will be asked to create a passphrase for your

account. Please read and follow the recommendations for protecting your passphrase. Enter your chosen

password twice, and click CONTINUE.

You have received an encrypted message from Cobham

Please create a passphrase to secure future messages delivered to you.
This server requires your passphrase to meet the following requirements:

» They must be atleast 8 characters long.
o It mustinclude an uppercase letter, a lowercase letter, a digit and a punctuation mark.

For example, “kittycat™ is not a valid passphrase, but "k1tfYc@t™ is a valid passphrase.
Here are some recommendations for protecting your passphrase:

» Use an easyto remember passphrase that you don't need to write down.
» Dontuse obvious passphrases that can be easily guessed.

» Dontmake your passphrase a single word.

« Dontuse famous quotations.

Passphrase: | |

Confirm Passphrase: | |

Copyright ® 2014 Symantec Corporation. All Rights Reserved.

PUBLIC
8/22/17 Cobham Secure Email User Guide (for External Recipients) Page 5 of 31



e You will now be prompted to select your Delivery Option. Please refer to the “Delivery Options” section of this
document for a more detailed explanation. This selection can be changed later from your CAES Secure Email

settings page:

& Settings () Help &3 Logout

\/Symantec.

Message Delivery Options

Please select how you would like to receive future messages from Cobham.

O Web Email P ion (Recommended)
I wantto use the passphrase | just entered to exchange messages with Cobham securely on this Web site.

“Regular Mail” is recommended for

Save a copy of all outgoing messages in my "Sent” messages folder.

most users
() Symantec Encryption Satellite

Iwantto install a small background service on my computer to automaticatiySecure messages | exchange with Cobham.

(O Key or digital ID/certificate (Select this option i € an advanced user.) Please select your desired Optlon and

I’ have an OpenPGP Key or digi certificate (X.509, SIMIME) that | want to use to secure messages | exchange with Cobham. C“Ck choose Option

(® Regular Email
1 wantto receive as many messages as possible via normal email. Some may still be delivered via other means
because of higher security needs.

[}
. Copyright ® 2014 Symantec Corporation. All Rights Reserved
o If you selected Symantec Web Email Protection or Regular Email:
o YOU ARE FINISHED. You will be brought to your CAES Secure Webmail Inbox. Proceed to the “Using
Your CAES Secure Email Portal” section for more information.
e If you selected Symantec Encryption Satellite or Key or Digital ID/Certificate:

o Proceed to the next section(s) in this document to continue your configuration.
= NOTE: If you selected Key or Digital ID/Certificate, you will need to have your public key
available. Please see Appendix A for assistance if necessary

(= Settings (=) Help €3 Logout

lIiiiHHiHHHI

Configuration Confirmation

Thank you. Your delivery preference has now been set.

[Fok]

Copyright ® 2014 Symantec Corporation. All Rights Reserved.
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Configuring Symantec Encryption Satellite Delivery Option
e After selecting the Symantec Encryption Satellite option, you are presented with the PGP End User License

Agreement. Please read it and click | AGREE

== Settings ~¢) Help &4 Logout

\fSymantec.
Symantec Encryption Satellite Software Agreement
NO WARRANTY
~

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AMDYCR OTHER PARTIES PROVIDE THE
PROGRAM "AS |5" WITHOUT WARRANTY OF ANY KIND, EITHER EXFRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITHESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM 15 WITH ¥OU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION,

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER
PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING
ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM
{INCLUDING BUT MOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

| Disagree v

Please read the license agreement over carefulty and click either the "l Agree” or | Disagree” button at the end of the document.

Copyright ©® 2014 Symantec Corporation. All Rights Reserved.

e You will now be given a choice of downloads. Choose the correct version for your system and click CONTINUE

& Settings () Help €3 Logout

Select the appropriate version of the software

based on your system. You will be prompted to
Download Symantec Encryption Satellite . .
download the application.

File Download - Security Warning [ ]

Do you want to run or save this file?

Mame: PGPUNiversalSatelite-326i, exe
Type: Applcation, 9.56MB

Please click on al ink below. Once the download has finished, click the continue button.

32-bit Requi i 64-bit Requi Mac OS X Requiremepse? S Please save
of RAM 512 MB of RAM 512 MB 0f B4
64 MB hars 64 MB hard disk space gEa disk space @' _ It to vour
‘ Fun Eancel
pisde | /
[_Contiad —
desktop.

! potenially harm your computer. [f you do not trust the source, do not

| é‘ “whhile: files fram the: ntemet can be usebul, this file type can
= unorsave this software. 'What's the risk?

Copyright © 2014 Symantec Corporfltion. All Rights Reserved,

e While the application is downloading, click CONTINUE. You will now be brought to your CAES Secure Email inbox
to view the message that began this process.
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v - .
=¥ This is the actual secure message that CAES sent you. Right now
§\ Compose @gmail.com's Secure Inbox it is in your CAES Secure Email account on the CAES servers,
M [ @ Delete | |+ Resend All Messages. Message 14011 Frst | Previous | Next | Last . .
= e kel — ——— however, once you complete the Symantec Encryption Satellite
C [ = PGP Test Today 129PM 6KB i . . .
i — vt e CONfiguration, you will be able to re-send this message to your

normal email client.

e Run the installer file for Symantec Encryption Satellite. Select not to display the Release Notes and click NEXT:

i PGP Universal Setup I

Displaying Release Notes

Impartant informatian is pravided in the Fisleass
Notes.

*fou may choase an aplion below for displaying
the Release Motes. or click reat ta continue with
the installation. If you want ta view the Fielease
Notes later, they are located in the PGP
intalltion folder, in the Documentation folder

¥ Symantec.

" Display the Relzase Notes
& Do rot display the Release Notes

Cancel

e After the installation is complete, you will be asked to reboot. Please do so:

B PGP Universal Setup 8 [=]
Updating System -
The features you selected are cunenty being installed ‘Q&

i Installer Information [=]

In order to complete the installation of PGP Universal, you must
testart the computer. Other users are cuirently Iogged on to this

= computer, and restaiting may cause them to lnse theil work, Do
you want ta iestart now

e  When your computer boots back up, the PGP Universal software will prompt you to enter your CAES Secure
Email passphrase that you set in the Getting Started section.
o Enter your password, click “REMEMBER THIS PASSPHRASE”, and then click OK

PGP Universal [ %]

Enter Web Messenger passphrase for
keys. aeroflex. com { external@gmail.com) :

Show Keystrokes [

v 13 oF Cancel
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e The software will now enroll with the CAES servers.

‘i PGP Universal E |

Fietrierving policy from
keys. aenflex.com

e Upon successful completion, you will see the following screen
o NOTE: If you have issues enrolling, make sure your computer can communicate outbound over the Internet to keys.cobhamna.com on Port 443
(HTTPS). You may need to contact your local IT department to enable this communication.

“§ PGP Universal =
Successful Policy Retrieval

Palicy information was successfully downloaded from
keys aeroflex com

Future email communication with this damain will be automatically
pratected by PGP Uriversal Satelite. To manitor the status of
PGP Universal, it can be opened from the Start menu.

Mate: if pour email client program is cunently open. you may need
to restart it

***NOTE: If you DO NOT receive the message below, YOU ARE COMPLETE. Proceed to Page 10.

e After completing the enrollment, the software will detect your mail client settings. Depending on those settings,
you MAY see a screen similar to the following:

# PGP Universal E

S5L/TLS Connection Detected

PGP has detected & connection from your emailcient. | 1NiS screen indicates that further action is necessary to configure your

to your mail server using the SSLITLS security

pliedatl, [ aletes e (X i iy et & computer. Symantec Encryption Satellite needs to perform the SSL/TLS

must provide this security itself,

to your mail server instead of your mail client.
Flease disable SSLJTLS in your email client so that
PGP can secure your email as well as securing the
connection via SSLITLS if possible,

™ Ignore S5L{TLS communication with
-in-F108, 12100, net . . . . . .
e e Simply click OK to this message and then go into your mail client to

Mote: you may need to restart your email client

perform the configuration.

e The following screens show how to make these changes in Microsoft Outlook. For other mail clients, please
refer to your user manual
o Open Outlook and Go to “ACCOUNT SETTINGS”
= Qutlook 2007
e Click the TOOLS menu and select ACCOUNT SETTINGS
=  Qutlook 2010
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e Click the FILE menu and select ACCOUNT SETTINGS
o Select your email account and click CHANGE

account settings <]

E-mail Accounts.
ou an o or resmove an stcount. You can select an account and change &5 settings.

[Em | | R P | Shorepon st | ot Colerors | P Clorrs | s ok | Ensure the correct email account is selected and click CHANGE
b, maeo-@ hopove # &

Nare [rype
external @omal.com IMARJSMTP (send from this sccounk by default)

il messages to
‘external @gmail.com), Inbosx

n ard Settingsl, .. \outl 00000002 st

e |
e Click the MORE SETTINGS button

Change E-mail Account

Internet E-mail Settings
Eath of these ssttings are required to get your e-mall account working.

User Information Test Account Settings

Your Name: [ After Fillng out the information on this screen, we

recommend you kest your acceunt by dicking the

E-mail Address: T —— button below, (Requires netwark connection)

Server Information

Test Accourk Settings ...
Account Type: THAr =
Incoming mail server: frapanaicom
Qutgoing mail server (SMTP):  [emtp, grail.com
Logon Information
User Name: o]
Password: ot

[ Remember password
I Require logon using Secure Password Authentication (SPA) More Sattings ...

< Back I Mext = I Cancel |

e Select the ADVANCED tab and make sure that the encryption field is set to NONE in both directions

Internet E-mail Settings [ |

General | Fuldersl Cukgoing Server I Connection  Advanced I
Server Port Mumbers
Incoming server (IMAP): IT Use Defaulks I
Use the Following type of encrypted connection: Im
Qutgoing server (SMTP): IES_

Use the following type of encrypted connection: f| lione.

Server Timeouts
Shart =/ Long 10 minutes
Folders

Root folder path:

Ok I Cancel |

L ***NOTE: Notate these settings before you change them to NONE in case you uninstall PGP Universal later

e Click OK
e Click NEXT on the CHANGE EMAIL ACCOUNT screen, then Click FINISH
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Change E-mail Account [<] Change E-mail Account

Internet E-mail Settings
Each of these settings are required ko get your e-mail account working.
Congratulations!

You have successfully entered all the information required to setup your

User Information Test Account Settings
account.

Your Name: | r— After filng out the Information on this screen, we

recommend you best your accourtt by dicking the: To clase th o, cick Finish
E-mall Address: (wymy@gmail.com button below. (Requires network connection) 0 close the wizard, clck Finish.
Server Information

Test Accourk: Settings ...

Account Type: AR -

Incaring mail server: imap.gmail,.com
Qutgoing mail server (SMTFY: - [emi gmai cam

Logon Information

User Nare: lxxxxx\—
Password: lW
[¥ Remember password
™ Reguire logon using Secure Password Authentication (SPA) More Settings ...

g—
= Back Hext > ol | B (G )
g

e Close Outlook and then Re-Open Outlook
o You should not receive the SSL/TLS Connection detected notification any longer.
e At this point, you have completed the configuration and can continue to use your email program normally as
you always have.
e All emails from CAES that were secured PRIOR to you completing this configuration are still located in your CAES
Secure Email portal.
o Now that you have finished your configuration, you can re-send these emails through the new
configuration to your normal email client.
e Loginto the CAES Secure Email portal at https://keys.cobhamna.com

Please login to access your secure inbox:

CAES Secure Email Portal

In arder to gain access to your account and messages you must .
first enter your email and passphrase associated with this account. Email Address: || |

Passphrase: | |

| lost my passphrase

Copyright ® 2014 Symantec Corporaticn. All Rights Reserved.

e Click on INBOX on the left hand side (if not selected already)

e The message(s) that were secured BEFORE

SUIRISS s% you completed the configuration will be shown here.

@ 2 Delete Message 1-10f1  First | Previous | Next | Last .
— L= - eoe e Click the RESEND ALL MESSAGES button.
- — = A 08 e The servers will send all messages back
Delete | + Resend All Messages Message 1-10f1  Fist| Previous | Next | Last
through the system with your new PGP Satellite
configuration (encrypted to your new PGP key)
PUBLIC
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e To verify that the configuration is working, go back to your email client and look at the new message(s) that
have arrived. The email should look as follows:

First Message to a Non-Aeroflex user

User, AsroflexperofiexUser@aer ofl ex.com]
Thu 7/12/2012 3:39 PM
Externai@agmail. com

Notice the “PGP Decrypted” message and the blue border (annotation)

* PGP Decrypted Message

et CONFIGURATION AND TESTING IS NOW COMPLETE.

This is my first secure email to you

e If the newly arrived email looks as follows, then it is not working

First Message to a Non-Aeroflex user

User, Aeroflex [Aerc-flexUser@aerOﬂex.Com]
Thu 771242012 3:39 PR
Correcﬂy; External @gmail.com
o] Message | E] YWersion k(131 B) @Message.pgp [3 KEB]

Please reboot your computer at this point and try

to resend all messages again. If that fails,
please contact CAES at PGP.Admins@Cobhamaes.com

Uninstalling Symantec Encryption Satellite
e If for any reason you wish to uninstall Symantec Encryption Satellite (such as switching delivery options), you
must un-enroll from the CAES Secure Email servers, otherwise you may continue to receive secure email from
CAES that you would not be able to read.
o Uninstalling Symantec Encryption Satellite will not have any effect on the already decrypted email in
your client. You will still be able to read previously sent secure emails from CAES that were sent while
you had Symantec Encryption Satellite selected as your delivery option.

e Uninstall Symantec Encryption Satellite as you would any other application
o CONTROL PANEL > PROGRAMS AND FEATURES

e When you select to uninstall, it will prompt you to un-enroll

PGP Universal

Until you 'unenroll' From an External PGP Universal Server, it can continue ko
send vou encrypted email messages. IF vou do not unenroll, wou may
receive Future messages which you cannot decrypt.

Do you wank to unenrall From kevs. aeroflex. com?

’ Cancel |

e After contacting the CAES Secure Email servers, you will receive the following notice:
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PGP Universal

Until you ‘unenroll from an External PGP Universal Server, it can continue ko
send you encrypted email messages. IF vou do not unenroll, vou may
receive Future messages which vou cannaot decrypt.

Successfully unenrolled from keys. aeroflesx.com

Wnenrall I Done

e The program will continue to be uninstalled and you will be asked to reboot when you are finished.

e NOTE: If you performed the changes on the top of page 9 when you installed Symantec Encryption Satellite, be
sure to set them back to their original values.

Configuring Key or Digital ID/Certificate Delivery Option
e After selecting the Key or Digital ID/Certificate option, you are presented with a screen asking you for the
“public” portion of your PGP Key/Digital Certificate.

@ setings @ Help €3 Logout

\/S mantec.
NOTE: If you need assistance exporting your Public Key,

please see Appendix A of this document.

If you already have a key or certificate, you may upload it and we will encrypt your messages to it

@ Import Key File

Key File:
You may upload any of the folowing: a PGP key (.asc), X. gigs#® (pem, .crt, cer), or PKCSET

] 71 - Click BROWSE and select the file you exported that

Optionat: If your key file has an associated passphrase, please enter it

contains your public key

— O Import Key Block

|__—2-Click CONTINUE

e The next screen you are presented with depends on what type (PGP or S/MIME) of public key you just uploaded.
Please proceed to the appropriate section for the type of key you uploaded.

Configuring Your Account using a PGP Public Key
e After uploading your public PGP key, you are presented with the following screen and must configure a few
things on your PGP Desktop software. PGP Desktop software is the only CAES supported PGP client.
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| PGP Key Uploaded

Thaek you for upiosong your pubic by This sene will now encept med 53 you with TS kiy

The uploaded PGP key information is displayed here.
External User
e s / Verify it is correct

DSEB E300 S1EE 357 TOAY
P [ acerediaer Ggmad com
/0 Tatw Sgrwtires

This information for CAES’s PGP keyserver is needed so

ot following changes shousd be made 1o your PGP Desiop configeration in order o decrypt and verify messages
LyS 3000MIL.COM 3nd 19 enchpt YOU! teplies.

that you do not need to exchange public keys with CAES

1. Add Keyserver

ASa this keyserver 10 your As1 of keyservers in e PGP Desk
00 this

users. Configuring this allows PGP Desktop to search for,

hans. You will need the following pleces of infoemabon In order o

and find, the public keys of CAES users.
o3
o Doman serofiex com

2. Add Organization Key

Firss, Sownlond B Organaton ¥y

K [ Dowelowd Ocgockzaison Koy Click the DOWNLOAD button.

Thien, imear S kiry 16 your POP Deskop keyring. ¥ the Vakdey codumn in POP Mirrs does nol indicade $he by ks valid, $i5n e iy
With your Kty and Ban mark # a5 Trusied in the Key Progerties window,

You must download CAES’s organization PGP key so that

For furthes Informason on s40ing keysenets, and Busting & kiry, please refer 10 your POP Desidop documentaton

you can verify and trust all CAES PGP keys for encryption
with PGP Desktop.

e Save the CAES organization key to a location on your computer.

File Download Save As BHE
Savein: | < SYSTEM F] JE3 e s = s
|3nDFS

Do you want to open or save this file?

_QJ Name: key0xBEIDSIEEI04FO004 s | yDocuments and Settings
GE Type: PGP Armored File, 5.87KE E:::fpuh
From: keys.aeroflex.com M30Cache
| aFrogram Filss
e | Guarantine
= |51 wINDOWS
|wernpub

harm your computer. IF you do not trust the source, do nat open or

l@' ‘While files from the Internet can be useful, some files can potentially
save this file. What's the risk?

File pame: [aerafler_organization_kep.ase = save |
ﬂ Cancel

Saveastpe: PGP Amored File
A

e Open your PGP Desktop software by right clicking the lock icon in your system tray

Exit PG Services

Ahout PGP Deskkop
Help

Options. ..

Yiew [datifier,
Yiew PGP Lag
Open PGP Yiswer

Open PGP Desktop

Clear Caches
Wnmount PER Yirtual Disks,

Fer=L.ERTy Eos

e Select the TOOLS menu and select EDIT KEYSERVERS
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# PGP Desktop - All Keys

File  Edit Tools

PGP Keys

v Use Email Proxy
Use AIM Pracy

Search for Keys...
Synchronize All Keys...

¥ Emai

Werify Files...
Shred Files. ..
Shred Free Space. ..

PGP Messaging

v Enable Logaing
View Log

Cptions... ChrHT

e Select ADD

PGP Keyservers List

Server Address

| Type | Trusted |

keyserver, pop.com

PaP Global Directory LDAP es

Remove |

Cancel

o Fill out the new keyserver information as follows and then click OK:

Edit Server

- Server Information

Authentication Certificate: I j

Address: Ikays.aernflex‘cnm

Part: + Default (536)
 Custom

Base DR: I

e Verify your Keyserver list now includes the keys.CobhamNA.com server

o

PGP Keyservers List B

You may have more servers than shown here

Server Address | Type | Trusted |
keyserver.pgp.com P&P Global Directory LDAP Yes
keys.aeroflex. com PGP Keyserver LDAPS Mo

Remove |

[o]'4 Cancel |
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e Select the FILE menu and select IMPORT

# PGP Desktop - all Keys

Fil= = Edit

Mews PGP Key. ..

=

Impork Personal Certificateds)... ¥
Expork 3

Exit

e Browse to the CAES organization key you saved earlier and select OPEN:

select File Containing Key [2]
Lok ir: |4¢ SYSTEM [F) = o 2@

ADFS

Documents and Settings
1386

Inetpub

MS0Cache

Program Files
Quarantine

WINDOWS

winpub

File pame, [aeroiles_omganization_kep.ase = Open |
Files of type: [ Tewt Files "t “.asc) =l Cancel
7|

e Atthe Select Key screen, click IMPORT:

W select key(s) E

Select the keyis) you would like to import bo your keyring:

Narme Email WVerified

Select Al | Unselect &l | ‘m ) Cancel |

e Right-click the key in PGP Desktop and select SIGN

PUBLIC
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B PGP Desktop - All Keys

File  Edit

PGP Keys

Add To
Send Ta 3
Synchranize

m Email this Copy Public Key

¥ Emai Paste:
Delete
PGP Messaging Sigr...
Disable
Revoke. ..

PGP Zip

Export, ..
key Properties

e Confirm that you want to sign the key by clicking OK (you may be asked for your personal PGP key passphrase)

PGP Sign Key [ %]

By signing the selected user ID{s), vou are certifying based on your own direct first-hand knowledge that the
keyis) and attached user ID{s) actually belong to the identified user(s),

Before signing, make sure the keyis) were given ko you in a secure manner by the owner or you have verified the
fingerprint with the owner,

KeyflUser Name | Fingerprint
aeraflex.com 2854 DEEG 4108 30FE 7450 AZEF BE3D S3EE 304F 0004

aerdflex.com PGP, Admins@aerofl,.. 2854 DEEG 4108 30FB 7450 AZEF BEID S3EE 304F 0004

| | ®

- fllow signature ta be exparted, Others may rely upan vour signature.:

More Choices | oF Cancel | Help |

PGP Enter Passphrase for Selected Key

Signing key :

External Lizer

Show Keystrokes [ .. .
S, NOTE: This is asking for your personal PGP key passphrase, NOT

the CAES Secure Email portal passphrase. You will only see this
screen if your passphrase is not cached.

e You should now see the CAES organization key as verified

B PGP Desktop - All Keys

File  EdiE & 1

PGP Keys ﬁ- All Keys

s External User Extemallser @gmmail,com

w8 Email this

® Emailt
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e You have completed the configuration.
e All emails from CAES that were secured PRIOR to you completing this configuration are still located in your CAES
Secure Email portal.
o Now that you have finished your configuration, you can re-send these emails through the new
configuration to your normal email client.
e Loginto the CAES Secure Email portal at https://keys.cobhamna.com

Please login to access your secure inbox:

CAES Secure Email Portal

In order to gain access to your account and messages you must .
first enter your email and passphrase associated with this account. Email Address: || |

Passphrase: | |

I lost my passphrase

Copyright ® 2014 Symantec Corporation. All Rights Reserved.

e C(Click on INBOX on the left hand side (if not selected already)

S Seftings Help € Logout

e The message(s) that were secured BEFORE

N Gompose L you completed the configuration will be shown here.

Click the RESEND ALL MESSAGES button.

Message 1-10f 1 First| Previous | Next | Last

4 Sent AT | Subject | Received v _| size
e —— e R e The servers will send all messages back
|2 Delete | |+ Resend All Messages Message 1-10f 1 First| Previous | Next| Last
through the system, this time encrypting to your PGP
key
PUBLIC
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Configuring Your Account using an S/MIME (X509) Public Key
e After uploading your public S/MIME key, you are presented with the following screen and must configure a few
things on your computer.

|| S/MIME Certificate Uploaded

Thank you for uploading your certificate. This server will now encrypt messages to you using your certificate

This Organization Certificate must be installed property in your environment in order to decrypt and verify messages you receive from
aeroflex.com and to encrypt your replies:

—1. Download the Organization Certificate

S Dovenioad Orgniztion Coricate \

1 Click the DOWNLOAD button.

—2. Install The Certificate Into Your Mail Client

» Outlook / Outlook Express

Ifyou use Microsoft Outiook, open Internet Explorer, open Internet Options from the Tools menu, select Cerlificates from the
Content panel, and then Import the Organization Certificate as a Trusted Root Certification Authority.

You must download CAES’s Organization
certificate so that your computer will trust

* Other Email Clients

Please refer to your email client documentation for information on how to install a Trusted Root CA Centificate. CA ES S/M | M E ce rt|f| ca tes f-‘o r d ec ryptlo n W|t h
Performing these steps will allow you to trust the certificates from senders signed by the Organization Certificate, and encrypt your replies H H
back o those certificates. your mail client.
[ Continue.

e Save the CAES Organization certificate to a location on your computer

Save As X
File Download - Security Warning [<] [
Saven [ SYSTEM [F) J3 [« W = N e
Do you want to save this file, or find a program online to open
it? ” pod v |=3ADFS!
o JyDocuments and Settings
El Name:  cert0<BB3DSIEEFO4FO00A, cor |omsee
Type: Uinknown File Type, 1.66KB |SInetpub
From:  keys.aeroflex.com MsOCache
[C=Program Files
|1 Quarantins
|CawnDows
| ywmpub

haim your computer. |f you do not tust the source. do not find a

I ﬂ‘ \wlhill files from the Intemet can be useful, some files san potentially
= progiam to open this fils or save this file. What's the isk?

File rames [cer0s8R aD53EE 04F 0008 cer | Save

Savessbpe  [Secuity Certivate =l Cancel

e Open the Internet Options on the computer
o CONTROL PANEL > INTERNET OPTIONS > CONTENT tab > CERTIFICATES

Internet Dptions [ 2] x]

General | Security | Privazy  Cantent | Connectians | Pragrams | advanced |

Content Advisor

Ratings help you control the Internet content that can be
wiewed on this computer.

Enable.. | Settings

Certificates

ﬂ

Use certificates For encrypted connections and identification.

Corificates ) Publishers

Clear 5L state ({]1

AutoCamplsts

AutoComplete stores previous entries Settings

% on webpages and suggests matches
for you,

Feeds and Web Slices
Feeds and Web Slices provide updated Settings
£ content from websites that can be
read in Internet Explorer and other
programs.

oK Cancel Apply.
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e Select the TRUSTED ROOT CERTIFICATE AUTHORITIES tab and then click IMPORT

B
I

d Publ < | >

Certificates

Intended purpase:  |<All>
Intermediate Certification Authoffties  Trusted Reot Certification Autharities | Trust}

Issued To Friendly Mame
[E=lata Cortificats Ser... AAA Certificate Services 121 31/2028  C:O'M-O-D-O
[ElABAECOMROOE CA ABA.ECOM Root CA 7/9f2009 DST (ABAECOM. .
[Eladdrrust External ... AddTrust Extemal CA... 5/30/2020  USERTrust

[Elnerofiex Root Auth... Aeroflex Root Authority  7/9/2030  <Nane>

[Eamerica Online Roo....  America Orline Root 11f19/2037  America Online R.
[Eautomatic Data Pro... Automatic Data Proce...  11/10/2030  <hione>

[Eatoridad Certifica...  Autoridad Certificador...  6/25/2009  Autoridad Certifi
[Eavtoridad Certifica...  Autoridad Certificador...  6/23/2009  Autoridad Certii
[ElBaltimore E2by DST  Baltimore EZ by DST 7/3}2009  DST (Baltimore E. =

< ... Eport Rerove advanced
st ended purp:

Yiew

|

e Atthe WELCOME TO THE CERTIFICATE IMPORT WIZARD, click NEXT

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
 corfirmation of your identity and conkains information
used ko protect data of to establish secure networ
connections, A certficate store is the system area where
certificates are kept

To cortinue, dick Next.,

cee (TReEETD cancel

e Click BROWSE and select the CAES Organization certificate you saved earlier and then click NEXT

Certilicate Import Wizard =]

—
Specitythe fis you wark o e,

e nane:
[Pl EeDssEE oo e

Hote: 8 snghe fie i the
Personal Infurmation Exchange- PECS #12(.FFX, P12)
Crypkographic Message Syntax Standard- FKCS #7 Certficates { 578
Mierascft Sevisized Centiicate Sore ( 55T)

Ensure the certificate will be placed into the TRUSTED ROOT CERTIFICATION AUTHORITIES and click NEXT

Certificate Import Wizard

Certificate Stare
Certificate stores are system areas where certificates are kept.

windows can automatically select a certificate store, or you can specify a location for
" putomatically select the certificate store based on the type of certificate
€ Blace all certificates in the Following stare}

Certificate stare:

| Trusted Root Certification Authorities Browse...

e e

e Atthe COMPLETING THE CERTIFICATE IMPORT WIZARD, click FINISH
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Certificate Import Wizard [ ]

Completing the Certificate Import
Wizard

Vou have successfully completed the Certificate Import
wizart

You have specified the Following settings:
ALE Trusted Root Certific,
Certificate.

Fi\cert0xBBIDS3EES)

Conkert
File: Name

i

<oadk cence
—_—

e Ensure that you receive a successful confirmation and click OK

Certificate Import Wizard B

-
ll’) The impart was successful,
-

e NOTE: If you receive the message below:

=]

Cettificate Import Wizard

8 The impart Failed because the store was read-only, the store was Full, or the store did not open correctly.

o Go back and perform the import again, this time using the OTHER PEOPLE tab:

Certificates

Intended puppase m =
Persog Other Pecple | iprmediate Certification Authorities | Trusted Root Certificatior 4 | +

Issued To [ Issued B | Expiratio... | Friendly Name [
Impart... Exporta.. Remoye Advanced...
Certificate intended purposes
Wiew

The following configuration is optional, but recommended. It will let your email client search for CAES S/MIME

[ ]
certificates without you having to exchange signed emails with the CAES user.
o The following screens show how to make these changes in Microsoft Outlook. For other mail clients,
please refer to your user manual
=  Open Outlook and Go to “ACCOUNT SETTINGS”

e QOutlook 2007
o Click the TOOLS menu and select ACCOUNT SETTINGS

e Outlook 2010
o Click the FILE menu and select ACCOUNT SETTINGS

PUBLIC
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= Select the ADDRESS BOOK tab and then click NEW

[Account Settings

Directories and Address Books
You ean choose 5 diectory or address book below to change of remove it

Data Files | R Feeds | sharePoint Lists | Intemet Calendars | Published Calendigs [Address Bacl

() Mewr... Change... X Femove

[Type [
Gutlook Address Book WAPT

Close.

e Choose INTERNET DIRECTORY SERVICE and click NEXT

[Add New E-mail Account [x]

Directory or Address Book Type
*fou can choose the type of directory or address book you'd ke to add.

@ Internet Directory Service (LDAP)
Connect bo an LDAP server to find and verify e-mail addresses and other
information,

" additional Address Books
Connect bo an addess book to find and verify e-mail addvesses and other
information,

<§ack‘| Dt > i' Cancel
N

e Enter keys.CobhamNA.com for the server name and then click MORE SETTINGS

Change E-mail Account [ <]

Directory Service (LDAP) Settings
You can enker the required settings ko access information in a directory service.

Server Information

Type the nams of the directory server your Internet servics provider or system administrator
has given you.
Server Hame: ‘ k23 aeroflex. com|
Logon Information
™ This server requires me to log on
IMore Settings ...

User Mare:
Eassword [
= Back | [iext > | Cancel I

™ Require Secure Password Authentication (SPA)

e Onthe CONNECTION tab, fill out as follows
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Microsoft LDAP Directory

Zonnection I Search |

r~ Display Mame

The display name as it appears in the Address Book.

keys. aeroflex. com|

i~ Connection Details

Park: 636

Use Secure Sockets
v
Layer 2

OK I Cancel | Apply |

e On the SEARCH tab, fill out as follows

Microsoft LDAP Directory [ %]

Connection  3earch |

[ Server Settings

Search timeout in seconds: IE‘D
Il

Specify the maximumn number of entries you

want ko return after a successful search: o

- Search Base

" Use Default

[0 Cuskam: |0=Users

Browsing
’7 [~ Enable Browsing (requires server support) ‘

OF I Cancel | Apply |

e C(Click OK, then click NEXT, then click FINISH, and finally click CLOSE
e Now close Microsoft Outlook and re-open it to make the new address book take effect

e You have completed the configuration.
e All emails from CAES that were secured PRIOR to you completing this configuration are still located in your CAES
Secure Email portal.
o Now that you have finished your configuration, you can re-send these emails through the new
configuration to your normal email client.
e Loginto the CAES Secure Email portal at https://keys.cobhamna.com

Please login to access your secure inbox:

CAES Secure Email Portal

In arder to gain access to your account and messages you must .
first enter your email and passphrase associated with this account. Email Address: || |

Passphrase: | |

| lost my passphrase

Copyright ® 2014 Symantec Corporation. All Rights Reserved.
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e Click on INBOX on the left hand side (if not selected already)

e The message(s) that were secured BEFORE you
completed the configuration will be shown here. Click
the RESEND ALL MESSAGES button.

e The servers will send all messages back

@ Delete |+ Resend Al Messages Message 14011 Frst| Prevous | Next | Last

@gmail.com's Secure Inbox

Message 1-10f1  First | Previous | Next| Last

through the system, this time encrypting to your
S/MIME key

Using Your CAES Secure Email Portal

e The first screen you will see after selecting the Regular Email or PGP Web Messenger option, will be the original
secure email sent by CAES.

= oo REMEMBER: Symantec Web Email:
EVERY email you receive from CAES will

be a notification from the CAES Secure

.« Reply._| [~ Reply ToAl @ Delete | | | = Print Message 10f1  Frst| Previous | Next| Last

B e — e Email servers, and will contain a link to
To: [ - i <> .
Subjct. PGP Tes the corresponding message on the CAES
— Secure Email portal.

Regular Email: Non-secure emails from
CAES will come in to your email
program. Secure email’s from CAES,

however, will continue to be a

e En) e | (= nesmerann o e NOtification that contains the link to the
\L e s corresponding message.

e From the email message, you can REPLY, REPLY ALL, DELETE, and PRINT
o REPLY: Replies securely to the CAES user that sent the message
o REPLY ALL: Replies securely to all recipients of the original message
=  NOTE: You cannot add any new recipients to the email unless they have an CobhamAES.com
email

o DELETE: Deletes the email message on the portal
o  PRINT: Prints the message

—> o From the navigation bar, you can COMPOSE, go to your INBOX, and go to your SENT items folder
o COMPOSE: Creates a new email to one or many CobhamAES.com addresses
o INBOX: Brings you to your INBOX view. Click here when finished reading a message.

o SENT: Brings you to your SENT ITEMS view.
PUBLIC
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e Your INBOX view is as follows

~=—===>>SETTINGS: Changes your delivery option

HELP: Displays PGP Help

LOGOUT: Logs out of the portal
| Compose @gmail.com's Secure Inbox

L oo |~ cosna s |

4 Sent ‘!—H’w\ﬁ“ﬂﬁm
Cag

Message 1-1 0f 1 First| Previous | Next | Last

The amount of space your portal is using
| subject [Receivea v_[size |

l O @ I I PGP Test Today 1:29 PM 6 KB J compared to your total allowed
@ Delete | [ Resend Al Me

Message 1-10f 1 First | Previous | Next| Last

o Youmay click either the sender’s name, or
the subject to open the email

e The COMPOSE view is as follows

EEEE . ooa
£ intos rom: IR com
4 Sent oz
&
Suct
(] A0a atac

From the COMPOSE screen, you can SEND, ATTACH, and CANCEL

o SEND: Sends the email. Click this when you are finished with the message. You will see:
ﬁ  Message Sent \F
L Your message was sent, )

o ATTACH: Attaches a file to the secure email. Clicking ATTACH bring up the following screen:

"3 PGP Universal: Web Messenger - Aachments - Windows Intemer £ | =it |

S ——— 3 1 - Click browse to select the file (15 MB max per file)
>
:w"@ —> 2 - Click Attach to add it to the attachment list
o

> (If needed, highlight an attachment and click REMOVE)

A attnchment cannol excaed 15 B insize. Mtk aitch s cannst ox comd 20 18 ictal
ot ize:

i size: 0 KB (203 mapemurs) = ==
Cancel [ OK

=3 - Click OK to complete the process or Cancel to void it

o CANCEL: Cancels the email and returns you to your INBOX view
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Appendix A

Exporting your S/MIME Certificate

This section describes how to export the public version of your S/MIME certificate from the Windows operating system.
If you do not use Microsoft Windows, OR if you do not have Administrative rights on your computer, you will need to
contact your local IT department for instructions on how to export your S/MIME public key.

e Open the Certificates Manager
o Windows XP - Click your START button and select RUN, then type certmgr.msc, then click OK

Run (21

= Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it For yau,

Qpen: I certmgr.msc] d

ok I Cancel | limwsa‘..l

o Windows 7 — Click your START button and type certmgr.msc in the search bar, then hit ENTER

4 See more results

I cerkmar. mse| B4 Logoff >|
[7start EI% by =

. = u W=
=l

e Select the PERSONAL certificate store and then select the CERTIFICATES folder
o Find your S/MIME certificate. Right click the certificate and choose ALL TASKS > EXPORT

‘T Console Root\Certificates - Current User\Personal\ Certificates

oot

=¥ Ficates - Currert User

= ) Persondd

-3 Certiicates
= Trusted Root Cortfcakion Aathortio
) treevprese Trust
J Intermadiate Certfication Athorbes (T 3 Requast Certficate with New Key..,
_|u‘~('.m-(vnlu:rl)|lv Cbject ooy Requast Certficate wih Same Koy,
o Trusted Publchers Dedete Ranew Cortficats wih New Koy,

] Urtrusted Certificates Fanew Cortficate wth Same Kery
) Thard-Party Rock Certication Acthorkies -

) Trusted Pecgle
) Other Pecple

) McAfen Trum b At the

o Cortficate Ereclimact Requests

Secure Email
certificate

e S S S S SRS S

Welcome to

the certificate
export wizard, click NEXT

Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps you capy certiicates, certificate trust
lisks and certificate revocation lists From a certficate
store to your disk,

A certificate, which i issued by a certification authority, is
a confitmation of your identity and contains information
used to protect data or to establish secure network.
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next

| conee
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e At the Export Private Key screen, select NOT to export the private key and click NEXT

Certi te Export Wizard

Export Private Key
‘You can choose to export the private key with the certificate,

Private keys are password protected, IF wou wank ko export the private key with the
certificate, you must type a password on a later page.

Do you wank ko export the private key with the certificate?

" ¥es, expart the private key

<§a:k‘ i Mext = i ’ Zancel |

N

e At the Export File Format screen, choose Base-64 encoded X509 and click NEXT

Certi

te Export Wizard [ x|

Esiport File Format
Certificates can be exported in a varisty of file Formats.

Select the Format you want ko uss:

" DER encoded binary ¥.508 {.CER)

¥ Base-64 encoded %509 ( .CER);

" Cryprographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
I Tnclude &l certificates in bhe certification path i possitle

€ personal Information Exchange - PKES #12 (.PRX)
I Include &l certificates inbhe certification math if possible
I= | Enable strong protection (requires IE 5.0, 147 4.05P4 or. above)

™| Delete e private key if the export is successful

<§ack‘| Mext > I) Cancel |
™

e At the File to Export screen, click BROWSE. Enter a filename and location, click SAVE. Confirm and click NEXT.

ate Export Wizard [x]

Cer!

File ko Export
Specify the name of the File you want ta expart

Eile name:

Browse. .,

< Back I et = | Cancel |

icate Export Wizard

File to Export

Specify the name of the file wou wankt to export

Save As [2]=]
= o m

Savein | (L) My Doouments

lgDuwn\uads
My Wideos
PGP
ICwebEx

File name: my_public_keyf = [ sae

Save as fupe: IEaseE4 Encoded . 508 [* cer] j

Eile name:

Fi\Documents and Settings\ewrona-a\Deskopyny _smime_cert.cer  Brows

PUBLIC
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e At the Completing the Export screen, confirm the settings and click FINISH

Certificate Export Wizard

Completing the Certificate Export
Wizard

YYou have successfully completed the Certificate Export
wizard,

You have spedified the Fallowing settings:

Expoit Keys Ho
Include all certificates in the certification path Mo

File Format Baset<

<pack [ Fmsh | cancel

e You will receive the confirmation as follows

NOTE: Upload the generated file when you are asked for your key in the Enrolling as an
External User section.

The expart was successful,
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Exporting your PGP Key (from PGP Desktop)

This section describes how to export the public version of your PGP key from the PGP Desktop software only. If you do
not use PGP Desktop, you will need to contact your local IT department or software manual for instructions on how to
export your PGP public key.

e Open PGP Desktop

o Right click your icon in the system tray and select Open PGP Desktop

Exit PGP Services

About PGP Deskiop
Help

Options...

Yiew lotifier
View PGP Log
Open PGP Yievser

| | open PGP Deskiop

Clear Caches
Unmount PGP Yirtual Disks

Current Window »
Clipboard 3

e Click PGP KEYS on the left hand side and then right click your PGP key in the right hand pane and select EXPORT

# PGP Desktop - All Keys

File  Edi

PGP Keys % All Keys

Q Alkeys [Neme  [Emal | verfied |
9 M 4 Add To » om

L] Send To >
Synchronize

b4 K Copy Public Key

Delete

Disable
Revoke. ..

Key Properties

PGP Messaging

e Select a location for the file and give it a filename. Make sure you DO NOT export the private key.

Export Key to File [ 7] x]

otamerts s etings . Ensure this box is NOT checked
1366

Program Files
Quarantine
WINDOWS
wpub

- When you click SAVE, the file is generated and saved, however, you are
not given any confirmation. Upload the generated file when you are

Save

e asked for your key in the Enrolling as an External User section.

File name: [my_public_pap_key.asc

Ll L

ayeabpe  [ASCilKey Fie a5e)

™ Include Private Key(s)
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Troubleshooting

All my emails from CAES are “Secure Web Messenger”

Problem: All my emails from CAES are encrypted or only receive “Secure Web Messenger” email notices, even though

the CAES sender did not encrypt the message.

Cause: Your Secure Messaging Settings are set to “Symantec Web Email Protection”

Solution: Log in to the CAES Secure Email Portal at https://keys.cobhamna.com and go to "Settings" and select the

option for "Regular Email" and click “Choose Option”.

/

= Seftings =4 Help k3 Logout

Copyright @ 2014 Symantec Corporation. All Rights Reserved.

Secure Messaging Settings

You are currently registered as a Regular Email user.

Please select how you would like to receive future messages from Cobham.

{:} Symantec Web Email Protection (Recommended)
Let me read all my messages from Cobham securely on this Web site.

Save a copy of all outgoing messages in my "Sent” messages folder.

(") Symantec Encryption Satellite

I'want to install a small background service on my computer to automatically secure messages | exchange with Cobham.

() Key or digital ID/certificate (Select this option if you are an advanced user.)
| have an OpenPGP Key or digital ID/cerificate (X.509, SIMIME) that | want to use to secure messages | exchange with Cobham.

@ Regular Email <

| want to receive as many messages as possible via normal email. Some messages may still be delivered via other means
because of higher security needs.

Change My Passphrase ] Choose Option
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| forgot my password for the CAES Secure Web Messenger”

Problem: | forgot my password to the CAES Secure Email Portal or my password has expired.

Solution: Go to the CAES Secure Email Portal at https://keys.cobhamna.com and click “I lost my passphrase”

Please login to access your secure inbox:

CAES Secure Email Portal

In order to gain access to your account and messages you must first . )
enter your email and passphrase associated with this account. Email Address: | ®|

Passphrase: | |

| lost my passphrase \

Copyright © 2018 Symantec Corporation. All Rights Reserved.

e Enter the email address you originally registered on the CAES Secure Email Portal and click Send:

Reset Passphrase

Flease enter your email address to receive a link where you can safely reset your passphrase. Your current passphrase will remain active until
you enter & new one.

Email Address: | [&]

N\ ™ e

Copyright @ 2018 Symantec Corporation. All Rights Reserved.

e You will receive an email with a link to reset your passphrase. If your account is in the "Locked" state, check your
mailbox for the "Symantec Encryption Server Account Unlock" email from Symantec Encryption Server, and
follow the instructions in the email to unlock your account

o Note: if you do not receive the email within 30 minutes please check your SPAM folder and inform your
IT department to allow emails from “DONOTREPLY @cobhamna.com”
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